What is Office 365 Secure Score?
Office 365 Secure Score is a security analytics tool.

« It gives better visibility of your security configuration and the security
features available.
« Itapplies a numerical score to custom security that outlines the action that

can be taken to improve that configuration.

Secure Score can improve the security posture of an organisation and lessen the

chances of being hacked or suffering from a data breach.

This tool analyzes your Office 365 environment in terms of how secure it is and

suggests refinements that can further reduce your overall risk.

Why Use Secure Score?

The Secure Score is not categorized into “high,” “medium,” and “low” as seen on
other frameworks. Instead, it’s made to help you take actions to improve your
security. It doesn’t express an absolute measure on a breach possibility, but it gives

you pointers to keep your infrastructure secure.

Since many companies use Secure Score, Microsoft has created a comparison chart

to show you how your security compares to other Office 365 subscribers.

Secure Score helps you understand the extent to which you have a robust security
configuration. It also informs you about behaviours and best practices to have

inside your Office 365 subscriptions.



This places all security-relevant features of Office 365 in one place. It allows you
to determine which features you have adopted and makes it easy for you to close

the gap on your target score.

How Do | Get Secure Score?

Microsoft Secure Score is available here.

Login to Office 365 Secure Score with a user that holds administrative roles,

such as user admin or security admin.

How Does Secure Score Work?

Secure Score determines what services you’re using (Exchange, OneDrive,
SharePoint, etc.). It looks at your settings and activities and compares them on a
baseline established by Microsoft. You’ll get a score based on how you are aligned

with security best practices.

Microsoft Secure Score creates a full inventory of all the security configurations
that reduces risk. Each control that reduces risk is calculated with points. Some

controls are more effective and have more points assigned to them.

It is measured by how they are being implemented. The points provide an overall

Secure score.


https://securescore.office.com/
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This score is a snapshot of how secure your environment is. You can measure it
over time to track your progress. As you implement more controls, the score will

improve accordingly. The Secure Score is calculated automatically once a day.



Secure Score Summary

When you login to Secure Score, your score is already calculated based on the sum

of security controls that you have not chosen.
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For more information about your Secure Score
go to: Score Analyzer.

Office and Microsoft 365 Risk Assessment

Along with the summary, Secure Score provides an overall risk assessment. It
gives you links to make you aware of the risk you’re facing if you don’t follow the

recommended actions.



The following threats could be mitigated by
taking the recommended Secure Score actions

You are currently at risk for attack.

This example shows some of the scenarios and the potential risks:

« Account Breach — the risk indicates a tenancy breach that can be used by an
attacker to interact with either resources in Office and Microsoft 365, or with
on-premises infrastructure

. Elevation of Privilege — an attacker has managed to compromise one or
more accounts in the tenancy and is now working to increase their power

. Data Exfiltration — an attacker has found a way to move data out of the
tenancy

Comparing Scores

From the summary page, you can get a glimpse of how your score compares to the
average score of all Microsoft customers.



Compare your score

Your Secure Office 365
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Summary Score
Taking Action

When you see your score, one of the first things you are going to want to do is

determine what you can do to improve?
Based on your Office or Microsoft 365 configuration:

« Your target score can fall into the range from Basic, to Balanced, to

Aggressive.



Depending on where you set your target, Secure Score would share with you
a number of suggestions to help you reach your goal.

Suggestions are prioritized based on the effectiveness of the action
compared to the level of impact to the end users.

Actions that are highly effective, with a low level of user impact are placed
at the top, followed by actions that are less effective and more impactful to
users.

You can filter these actions by category, such as User Impact,

Implementation Cost, and Control Type.



« Seeing how each of these actions affects the users, allows you to balance

your organization’s productivity against your security.
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« Each action has further information, showing how security will be improved

and what threats are represented along with how it’s currently configured. It



will also show the points available when implementing this action.
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enable MFA for those 8 admin
accounts, your score will go up 10
points.

Threats

= Account Breach

« Elevation of Privilege

Learn more

Clicking ‘Lean more‘ will guide you through making the specific

configuration change. In the example above, it shows you which Global
Admins do not have Multi-Factor Authentication (MFA) enabled and an
option to launch the console where this can be enabled. After this action

performed, the Secure Score will be increased accordingly.

IS

Some actions are not scored, which means even if the corresponding actions

are implemented, the secure score won’t increase. These actions are marked

as [Not Scored] in the queue. Microsoft has stated over time Microsoft
Secure Score will be able to better measure these controls and adjust the

score accordingly.




Score Analyser

This allows tracking and reporting of the score over time.

« The graph shows the secure score in time.
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« As with the secure score summary, your score is compared daily to the
average score of all Office and Microsoft 365 customers, so you can see the

relative position in the security landscape to make planning and

communication easier with the team and the leaders.

« The score analyser allows export of this information to a CSV or a PDF

file.




SherWeb makes Office 365 easy so you can focus on your business!

Secure Score is There To Help.

Microsoft Secure Score accumulates information from a wide variety of signals
across Office or Microsoft 365 and distils this complex data into an understandable

analysis and an actionable plan.

Microsoft has promised further improvements and enhancements in Secure Score

although it already looks like one useful tool to utilize. It will help you ensure that
your infrastructure is as secure as it can be. Learning more about these features as
you use the tool will help give you further peace of mind that you’re taking the

right steps to protect your organization from threats.


https://www.sherweb.com/resell-office-365/

